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Data Protection

Keeping your data secure with today’s
prying fingertips is the next challenge.

nformation at your fingertips. It's still a noble goal even

more than ten years after Bill Gates first announced it as
Microsoft's strategy. Back then the problem was trying to
connect users and make the mountains of data available to
everyone.

Today it is easy to make the data available to your users
— employees, vendors, customers. The concern now is to
only have that information at the fingertips of the people
you choose. Keeping your company and personal data away

| from the prying fingertips of competitors and hackers is a |

significant challenge.
There are two main threats to data security: lack of
| knowledge and actual attackers. Typically, attacks on your

data’s security will come from outside your network, but |
there may be internal attacks from disgruntled or malicious
employees.

Keith Rowe, president of Aztek Technology, a division of
Westlake-based Aztek, says, “From my experience, a good
internal security plan/philosophy can eliminate most acci-
dental employee security mistakes. However, any employee
with malicious intentions and with the proper access is
probably the most dangerous and difficult to detect, much |
less stop.” |

Smaller businesses are particularly vulnerable to both |
kinds of threats because they don't have as many resources |
to educate their employees on proper processes. Plus, they
don't think they are of interest to external hackers.

For example, a small business made up of primarily fam-
ily members and trusted friends might not see the need for
using annoying passwords every time they want to access a
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